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ABSTRACT: 

Nowadays the face biometric system is gaining popularity for authentication in access control 

applications. At the same time, the threats to authentication systems are also increased in terms of spoofing or 

presentation attacks (PA) where an intruder attempts to spoof the face recognition system by using genuine user 

photos or video to gain access. To effectively secure the secrecy of a genuine user, there is an urgent need for 

building a face authentication system with anti-spoofing countermeasures. In this paper, we introduced a novel 

face anti-spoofing approach, which is mainly based on contrast and texture features of both real and spoof photos. 

We developed a novel descriptor called Block Average Local Binary Pattern (BALBP) for face anti-spoofing 

system. The publicly available NUAA, MSU-MFSD, REPLAY-MOBILE and REPLAY-ATTACK are photo-

impostor datasets are tested on the approach, which includes images with different illumination and area of the 

face. The accuracy of the proposed approach is evaluated using different metrics. The results show that our 

proposed method is superior to other state-of-the-art (SOTA) practices when tested on different photo-impostor 

datasets. 

Keywords: Face anti-spoofing; Local Binary Pattern; Block Average Local Binary Pattern; Texture analysis; 

Information security. 

1.Introduction 

Face anti-spoofing is a method used to detect whether the face is real or spoof. The spoofing attack occurs when 

an intruder tries to deceive a facial recognition system using fake photo, video or 3D mask to impersonate genuine 

users. The face anti-spoofing task is formulated as a two class problems Raghavendra et al., [1]. The first class is 

the real image class, which captures photo of a live person and the second class is the spoof image class, which 

consist the photo of a real face. 

Face anti-spoofing technology is extensively used in areas such as mobile security, banking, surveillance 

systems to prevent unauthorized access in automated teller machines (ATMs), mobile phones, entrance guard 

systems. The eyeblink detection approach can be applied to a wide range of applications, including fatigue 

monitoring, psychological experiments, medical testing, and interactive gaming. 

Face anti-spoofing methods generally fall into three categories: sensor-level, feature-level, and score-

level approaches as suggested by Galbally et al., [2]. Sensor-level technique often called hardware level technique, 

these methods involve adding specialized devices to sensors to detect distinct features of living traits, such as 

thermal patterns in the face, blood pressure, fingerprint moisture, or specific reflections from the eye. Feature 

level technique often called software level technique which captures the biometric sample from standard sensors 

and then extract the distinct features from that sample to detect the fake traits. Finally, the score level technique 

is a third group of protection methods in the context of fingerprint anti-spoofing falls outside traditional software- 

and hardware-based techniques. Score level technique is less common than other two techniques, which focus on 

analysing biometric systems at score level. 
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Face recognition technology has evolved over the years, widely used in various sectors such as authentication 

and access control. Face attacks may be classified into one of the two group: 2D surfaces (e.g., photo, video) and 

3D volumes (e.g., masks).Photo attacks refer to attempts to access recognition system by using a printed photo of 

a genuine user. The photo may be captured by the intruder using digital camera or obtained from the internet often 

uploaded by the user on social media platforms. Video attacks sometimes called as replay attacks where attacker 

does not use a still image instead of the replays a video of genuine user through mobile phone, laptop or tablet, 

these attacks are an evolution in face spoofing, which makes face recognition systems hard to detect as they not 

only mimic facial features but also the movements of the face. Another type of attack is a mask attack, where the 

spoofing artefact is 3D mask of genuine user’s face making it harder to detect as it replicates the complete 3D 

structure of the face. The use of depth cues which could prevent the previous two types of attacks, becomes 

inefficient in this case. 

2. Literature Review 

In this section, different types of face anti-spoofing methods such as texture-based method, motion-based method, 

optical flow-based analysis, image quality-based method, approach based on other cues, hardware-based method 

and frequency-based approaches are reviewed. 

In texture-based method, texture is a key characteristic of images. This method detects textural differences 

between real and spoofed faces by analyzing surface irregularities and imperfections in the media. Tan et al., [3] 

introduced techniques where they calculated luminance and reflectance of images and classified them using sparse 

low rank bilinear logistic regression techniques. Further, Peixoto et al., [4] expanded this idea by incorporating 

metrices that are suitable for varying lighting condition. Maatta et al., [5] employed LBP for spoofing detection 

while Schwartz et al.,[6] combined color, texture and shape. Chingovska et al., [7] introduced variations of 

LBP.Kose et al., [8] utilized reflectance-based techniques to detect spoofing. 

Motion-based methods analyze involuntary facial actions such as eye blinking to detect spoofing attacks. 

Tronci et al., [9] introduced a method that combines static features such as colors, edges and textures with video-

based analyses such as eye blinks, mouth movements and facial expression changes to extract motion cues. Anjos 

et al., [10] used motion intensity between face and background, to find attack attempts which show stronger 

motion correlations. In contrast, Pinto et al., [11] introduces a new anti-spoofing approach that analyzes the 

temporal changes in noise signal frequencies from videos, representing the first use of visual codebooks for face 

spoofing detection.Kollreider et al., [12] uses optical flow method to detect face motion for liveliness verification, 

but it does not work well with photo distortion or when depth changes. Frischholz et al., [13] introduced a method 

involving head movement of the user. Improvised methods like Hsieh et al., [14] detects motion more accurate by 

using regularization. For face tracking Ranftl et al., [15] use likelihood maps. Gao et al., [16] and Ming et al., [17] 

both use optical flow better face detection and distinguish real faces. However, some of these methods rely on 

user involvement and face challenges with spoofing. Therefore, in order to overcome this problem, Yin et al., [18] 

introduced the displacement of optical flow vector (DOVF) model, which uses dense optical flow and KNN for 

classification. This method is more reliable as it does not require user involvement, but unlike other methods, it 

is inefficient when there are unstable light conditions. 

Different methods are used to spot fake faces in facial recognition. Feng et al., [19] introduced a neural 

network that combines shearlet-based image quality features and dense optical flow for motion cues in liveness 

detection. Methods like Local Binary Pattern (LBP) and difference of Gaussian (DOG) are used to detect micro-

texture and frequency differences between real and fake faces. Menotti et al., [20] proposed framework, that 

combines shearlet-based image quality features (SBIQF) and outperformed most advanced techniques in 

distinguishing real face from spoofing attacks. Raghavendra et al., [21-31] proposed many texture descriptors for 

face anti-spoofing. 

Alternative face anti-spoofing methods utilize the additional information, such as 3D depth analysis Wang 

et al., [32] and spoofing context detection Komulainen et al., [33] to enhance face anti-spoofing techniques. Liu 

et al., [34] introduced CNN-RNN model to estimate face depth through pixel level supervision. However, real 
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faces and masks both have similar depth and structural characteristics. These methods find it hard to detect 3D 

mask attacks. 

Non-traditional hardware like depth sensors, multi-spectral and light field cameras, and thermal imaging 

help detect spoofing by analyzing face shape and reflectance. Depth data identifies flat surfaces like video displays 

or printed images by Erdogmus et al., [35], while multi-spectral imaging distinguishes 3D masks and 2D artifacts 

from skin by Zhang et al., [36]. Thermal imaging detects cold spots from plastic surgery Pavlidis et al. [37], light 

field cameras capture depth from a single image Raghavendra et al., [38–40]. While hardware-based methods face 

challenges like sunlight interference, thermal radiation, and difficulties distinguishing real faces from 3D masks 

suggested by Zhang et al., [36]. Despite these limitations, affordable sensors like light field cameras and multi-

camera smartphones offer opportunities to improve anti-spoofing techniques. 

        Li et al., [41] analyzed the smaller size and invariant expressions of faces in photo to detect photo-based 

spoofing attacks. Pedrini et al., [42] isolated the noise using low-pass filter to detect video spoofing attacks. Lee 

et al.,[31] proposed a frequency entropy-based method for image sequences, using face detection, RGB 

normalization, and independent component analysis (ICA) to remove noise, analyzing power spectrum and 

entropy to distinguish real from synthetic samples. 

3.Methodology  

3.1 System Architecture 

Figure 1 depicts the architecture of the proposed method contains Block Average Local Binary Pattern 

(BALBP) descriptor which is essential in any biometric system as it assists in detecting live face from the 

attacks like a photograph, a mask or videos of a real face. 

 

 

 

     

   Fig. 1. Architecture of proposed method 

The process begins with capturing an image using a camera, but face normalization is the critical step that 

ensures the facial image is adjusted based on some key features for further analysis. During face 

normalization, the orientation of the face is aligned, the size is standardized, and lighting variations are 

corrected. This ensures uniformity across images, making subsequent processing more accurate and reliable. 

After the normalization process is completed, BALBP a texture descriptor is applied to extract the texture 

feature, by dividing the face into segments to assess local texture patterns, averages the data, fed into a 

histogram to extract the required features, and uses a classifier to determine whether the face is real or spoofed 

based on learned texture features. In this way, BALBP improves the security in FR systems and decreases the 

chances of unauthorized access by increasing systems ability to identify spoofing attempts. 

Algorithm 

Input: face image; Output: Spoofing outcomes 

1. Input the face images from the database are loaded and converted into gray-scale images. 
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2. Traverse the image and extract all possible 4x4 matrices. 

3. In 4x4 matrix, divide the matrix into 9 subblocks of 2x2 matrix of each and calculate the average in sub-

blocks to form a new 3x3 matrix. 

4. Resultant 3x3 matrix, further apply LBP (Local binary pattern) descriptor to obtain a new LBP value. 

5. Apply BALBP descriptor to whole image to produce final BALBP image. 

6. Extract 59 features by applying histogram on BALBP image. 

7. Trained classifier will classify given a test image as real/spoof. 

3.2 Block Average Local Binary Pattern (BALBP) 

In this work, we have developed a new texture descriptor called Block Average Local Binary Pattern (BALBP), which is 

another variant of the Local Binary Pattern (LBP) operator used for extracting texture features from images. 

 

 

 

 

 

 

 

 

 

 

 

 

 
Fig. 2. 4x4 matrix is divided into 9 subblocks of 2x2 matrix 

Consider a 4x4 matrix of a gray image, divide the matrix into 9 subblocks of 2x2 matrix (labelled B1 to B9) of each 

and calculate the average of each sub blocks to form a new 3x3 matrix using an (1) as shown in Figure 2. 

 

Fig. 3. Calculation process of Block Average Local Binary Pattern 

Further, BALBP extracts pixel values from images. This is achieved by comparing intensity of each pixel with its 

neighbouring pixels, using the central pixel as the point of reference, using (2) and (3). For each comparison, a binary value 

is set to 1 if the neighbouring value is greater than or equal to the reference, and 0 otherwise, as shown in Figure 3. 

(1)                            𝑅(𝑦) =  
1

4
∑ ∑ 𝑀(𝑖, 𝑗)

2

𝑗=1

                                           

2

𝑖=1
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R(y) is a matrix that holds the average of the subblocks 

 

  (2)     𝐵𝐴𝐿𝐵𝑃𝑃,𝑅 = ∑ 𝑓(𝑅𝑚(𝑦) − 𝐸𝑐)2𝑚                                             

𝑚−1

𝑚=0

 

 

 (3)      𝑓(𝑦) = {
1, 𝑦 ≥ 0
0, 𝑜𝑡ℎ𝑒𝑟𝑤𝑖𝑠𝑒

                                                           

where Ec is the center pixel, () is the average of the each block, P is the total number of neighbourhood pixels on a circle of 

radius R, and f defines a function of thresholding. 

For the given image, the BALBP image pattern was calculated, histograms of BALBP was constructed using the 

following (4) and (5). 

 

                           (4)       𝐻𝐺𝐵𝐴𝐿𝐵𝑃 =  ∑ ∑ ℎ4(𝐵𝐴𝐿𝐵𝑃(𝑖, 𝑗), 𝑆)  ,      𝑆 ∈  (0,    2𝑝−1 − 1)
𝑁2

𝑗=1

𝑁1

𝑖=1
      

  (5)              ℎ4(𝑋, 𝑌) =  {
1        𝑋 = 𝑌
0           𝑒𝑙𝑠𝑒

                                                      

 
Where, N1 x N2 is the size of the BALBP output image. 

 

4. Results and Discussions 
To evaluate the performance of the developed method for face anti-spoofing, different experiments were 

conducted on different databases such as NUAA, MSU-MFSD, REPLAY-ATTACK, REPLAY-MOBILE ATTACK. 

 

4.1 Experiment 1: BALBP Comparison with Different Classifiers. 

This experiment involves the use of four datasets such as NUAA, MSU-MFSD, Replay-Attack, and Replay- Mobile. Here 

images of size 40x40 pixels were used. From each image 59 features were extracted using BALBP descriptor. Images of 

different types were used from all datasets, and their accuracies were measured using both SVM and KNN classifiers. 

In the Experiment, the Block Average Local Binary Pattern (BALBP) descriptor is used to effectively capture 

texture features while reducing noise. Unlike standard LBP, BALBP calculates the average pixel values within blocks, 

which helps in minimizing the influence of minor variations and illumination changes. This averaging process enhances 

the descriptor’s robustness by preserving only the most significant texture patterns. As a result, it becomes easier to 

distinguish between real and spoofed faces due to the reduced sensitivity to small distortions. The regional block-wise 

approach further ensures better spatial representation of facial features, improving classification accuracy. 

The below experimental results shows that the performance of developed method is improved with increase in 

the number of training images. The results of the accuracy are given in Table 1 and Table 2. It is observed maximum 

accuracy of 92.77% is achieved using SVM classifier, whereas the KNN classifier reached an accuracy of 94.77% in 

identifying whether the given face image is real or spoof. Figure 4 and Figure 5 show the performance of BALBP descriptor 

over NUAA, MSU-MFSD, Replay-Attack and Replay-Mobile datasets. It was evident from the results that the BALBP 

descriptor performing very well. 

Table 1: Performance of BALBP Descriptor with SVM Classifier in Terms of Recognition Rate 

CLASS NUAA MSU-MFSD Replay Attack Replay-Mobile 

1 77.32 81.51 68.13 81.36 

2 86.71 82.26 68.25 81.65 

3 87.42 82.48 68.69 82.33 

4 87.80 82.86 69.31 82.52 

5 88.03 82.91 70.81 82.72 

6 90.09 83.23 71.38 82.72 

7 91.29 83.29 71.94 82.91 

8 92.16 83.56 72.19 83.01 
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9 92.45 84.04 72.38 84.37 

10 92.77 84.47 74.38 85.24 

 

Fig. 4. Recognition Rate Performance of BALBP Descriptor with SVM Classifier 

 

Table 2: Performance of BALBP Descriptor with KNN Classifier in Terms of Recognition Rate 

 

CLASS NUAA 
MSU- 

MFSD 

Replay 

Attack 

Replay- 

Mobile 

1 85.32 85.66 71.38 77.37 

2 86.71 85.77 72.19 79.72 

3 87.42 85.88 72.89 81.36 

4 87.80 86.09 74.38 81.65 

5 88.03 86.47 74.76 82.33 

6 90.09 87.01 75.89 82.52 

7 91.29 87.28 77.13 82.72 

8 92.16 87.65 79.56 82.91 

9 92.45 88.03 80.67 83.01 

10 94.77 88.41 82.45 85.24 

 

Fig. 5. Recognition Rate Performance of BALBP Descriptor with KNN Classifier. 
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Table 3 : Comparison of BALBP in Terms of Precision. 

 

DATA SET 
Precision 

160x160 80x80 40x40 

NUAA 91.41 87.47 82.76 

MSU-MFSD 92.38 88.58 88.58 

Replay Attack 82.28 82.28 82.28 

Replay Mobile 92.16 89.29 88.32 

4.2 Experiment 2: Comparison of BALBP with Precision and Recall. 

This experiment involves the use of four datasets such as NUAA, MSU-MFSD, Replay-Attack, and Replay- Mobile. In 

this experiment, we used both real and attack images of three different sizes for training. Each image was split into four 

non-overlapping sub-images of 80x80, sixteen sub-images of 40x40, and the original full-sized image of 160x160. We use 

the segmented images to extract 59 features with the BALBP descriptor. Experiments were then carried out on different 

types of images from all the datasets. 

In the Experiment improves performance in face anti-spoofing tasks when compared using precision and recall 

metrics. BALBP shows higher precision by effectively filtering out noise and false positives, thanks to its block-wise 

averaging mechanism that captures only the most relevant texture details. It also achieves better recall since important 

spoofing cues across facial regions are preserved through regional averaging, reducing missed detections. Compared to 

standard LBP, BALBP provides a more stable and discriminative feature set, improving both detection accuracy and 

robustness. The balanced precision-recall performance makes BALBP a suitable choice for real-time spoof detection 

systems. 

Table 3 and Figure 6 shows the performance of the BALBP descriptor in terms of average precision, tested on 

three different image sizes across all datasets. Specifically, the a precision for 40x40 segmented face images of the NUAA 

dataset was 82.76%, for the MSU-MFSD dataset it was 88.58%, for the reply-attack dataset it was 82.28% and for the reply 

mobile dataset it was 84.15%. 

 

 

Fig . 6. Comparison of BALBP with Metric Precision. 

Table 4: Comparison of BALBP in Terms of Recall. 

 
 

DATA SET 

Recall 

160x160 80x80 40x40 

NUAA 88.87 85.04 51.41 
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MSU-MFSD 80.7 80.02 60.77 

Replay Attack 62.13 62.13 60.01 

Replay Mobile 80.36 80.36 59.03 

 

Table 4 and Figure 7 show the performance of the BALBP descriptor in terms of recall, tested on three different 

image sizes across all datasets. Specifically, recall for segmented face images of the different datasets was outperformed 

in all four datasets. 

4.3 Experiment 3: Comparison of BALBP with F1-Score 

This experiment involves the use of four datasets such as NUAA, MSU-MFSD, Replay-Attack, and Replay- Mobile. In 

this experiment, we used both real and attack images of three different sizes for training. Each image was split into four 

non-overlapping sub-images of 80x80, sixteen sub-images of 40x40, and the original full-sized image of 160x160. We use 

the segmented images to extract 59 features with the BALBP descriptor. Experiments were then carried out on different 

types of images from all the datasets. 

 

 

 

Fig . 7. Comparison of BALBP with Metric Recall 

 

Table 5 : Comparison of BALBP with Metric F1-Score 

 

DATA SET 
F1 score 

160x160 80x80 40x40 

NUAA 90 51 50 

MSU-MFSD 85 60 60 

Replay Attack 71 62 59 

Replay Mobile 85 64 64 
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Fig . 8. Comparison of BALBP with Metric F1-Score 

The Block Average Local Binary Pattern (BALBP) descriptor demonstrates strong performance in face anti- spoofing tasks 

when evaluated using the F1 score metric. The F1 score, which is the harmonic mean of precision and recall, is used to 

provide a balanced measure of a model’s accuracy, especially in imbalanced datasets.  

BALBP achieves a higher F1 score by maintaining both high precision—through noise reduction using block 

averaging—and high recall— by preserving key spoofing features across facial regions. This balance ensures fewer false 

positives and false negatives in detection. Therefore, the use of the F1 score highlights BALBP’s effectiveness in providing 

reliable and consistent spoof detection. 

Table 5 and Figure 8 shows the performance of the BALBP descriptor in terms of average f1-score, which were 

tested for three different sizes of images across all datasets. It was observed that higher f1-score indicates better 

performance specifically the f1-score for 160x160 segmented face images of the NUAA dataset was 90%, for the MSU- 

MFSD dataset it was 85%, for the Replay-Attack dataset it was 71% and for the Replay-Mobile dataset it was 85%. 

4.4 Experiment 4: Comparison of BALBP with Other Descriptors 

This experiment compares the BALBP descriptor with other descriptors. Figure 9 and Table 6 show that the recognition 

rate improves as the number of training images increases. The results demonstrate that the BALBP method outperforms 

with other descriptor in terms of recognition rate. 

When compared to other texture descriptors like Local Block Pattern (LBP), Local Ternary Pattern (LTP), and 

Local Gabor Convolution (LGC), the proposed Block Average Local Binary Pattern (BALBP) achieves a higher F1 score, 

indicating improved overall accuracy in face anti-spoofing tasks. While LBP and LTP focus on directional and threshold- 

based patterns, and LGC emphasizes frequency information, BALBP uniquely combines local texture extraction with 

block-wise averaging, reducing noise and enhancing feature discrimination.  

Using a classifier like the Hybrid Probabilistic Model (HPM), BALBP shows improved balance between precision 

and recall, leading to fewer misclassifications. This makes BALBP a more effective and reliable descriptor for real-world 

spoof detection scenarios. 

 

Table 6 Comparison of the BALBP with other Descriptors in Terms of Precision and Recall. 

Descriptors 
SVM KNN 

Precision (%) Recall (%) Precision (%) Recall (%) 

LBP[45] 74.41 63.7 74.41 63.7 

LTP[45] 84.87 77.2 84.87 77.2 

LGS[45] 78.62 69.04 78.62 69.04 

EDDTCP[] 81.69 88.69 81.69 88.69 
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proposed method 91.41 88.87 91.41 88.87 

 

Fig . 9. Comparison of the BALBP with other Descriptors in Terms of Precision and Recall. 

 

Table 7and Figure 10 shows the performance of the BALBP descriptor in terms of HTER and EER compared with 

other methods, which were tested for Replay-Attack dataset. The proposed method was outperformed over other methods 

in terms HTER and EER. 

 

Table 7 Comparison of the BALBP with other Descriptors in Term of HTER 

and EER for Replay Attack Dataset 
 

Descriptors 
Replay Attack 

HTER EER 

CNN[43] 41.36 42.48 

CSURF (HSV+YCbCr)[44] 8.2 3.3 

CSURF (YCbCr)[44] 8.9 5.2 

EDDTCP[45] 7.86 1.26 

LBP[45] 10.72 1.96 

LTP[45] 19.99 0.75 

CSURF (HSV)[44] 11.5 6.2 

CSURF (RGB)[44] 13.5 11.3 

SURF(Gray)[44] 21.2 19.5 

LGS[45] 14.99 0.35 

proposed method 0.45 0.44 
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Fig . 10. Comparison of the BALBP with other Descriptors in Term of HTER 

and EER for Replay Attack Dataset 

Table 8 and Figure 11 shows the performance of the BALBP descriptor in terms of HTER and EER compared 

with other methods, which were tested for NUAA dataset. The proposed method was outperformed over other methods in 

terms HTER and EER. 

 

Table 8 Comparison of the BALBP with other Descriptors in Term of HTER 

and EER for NUAA Dataset 
 

Descriptors 
NUAA 

HTER EER 

EDDTCP[45] 5.74 5.3 

LBP[45] 12.09 10.54 

LTP[45] 11 9.7 

LGS[45] 10.83 9.58 

proposed method 14.58 10.66 

 

              

Fig . 11. Comparison of the BALBP with other Descriptors in Term of HTER and EER for NUAA Dataset 
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Table 9 Comparison of the BALBP with other Descriptors in Term 

of HTER and EER for MSU-MFSD Dataset 

Descriptors 
MSU-MFSD 

HTER EER 

EDDTCP[45] 6.56 2.37 

LBP[45] 12.54 3.49 

LTP[45] 12.64 3.5 

LGS[45] 13.13 3.65 

proposed method 0.52 0.38 

Table 9 and Figure 12 shows the performance of the BALBP descriptor in terms of HTER and EER compared 

with other methods, which were tested for MSU-MFSD dataset. The proposed method was outperformed over other 

methods in terms HTER and EER. 

Fig . 12. Comparison of the BALBP with other Descriptors in Term of HTER and EER for MSU-MFSD Dataset 

5.Conclusions 

This work introduces a new method to detect face anti-spoofing. This method focuses on texture analysis using Block 

Average Local Binary Pattern (BALBP) descriptor. This method ensures discrimination between real and fake effectively 

by capturing unique texture. A Support Vector Machine (SVM) and KNN classifier is used to train the model and to ensure 

effectiveness in detecting real and fake image based on texture features. BALBP descriptor together with SVM and KNN 

classifier makes this work achieve a strong performance in identifying real and fake faces there by making significant 

contribution towards face recognition and security. 

In this work, using BALBP descriptor texture features is extracted from grayscale images real and fake images 

are distinguished. Accurate classification is achieved using classifiers which helped in understanding that real images 

exhibits distinct textures than spoofed images. Experiments were conducted on different databases such as NUAA,MSU-

MFSD, Replay-Attack, and Replay- Mobile databases shows that this method achieves high detection rates for print and 

replay attacks. Future work could extend this method to detect spoofing attacks involving facial masks and 3D models. 

References 

[1] Raghavendra, R. J., & Kunte, “DOG-ADTCP: A new feature descriptor for protection of face identification system”, in 

Journal of Expert Systems with Applications, vol. 201, pp. 1-16, 2022. https://doi.org/10.1016/j.eswa.2022.117207 

[2] Galbally J, Marcel S, Fierrez J. "Biometric anti-spoofing methods: a survey in face recognition”. In: proceedings of 

journal of IEEE access, vol. 2, pp. 1530-52, 2014. https://doi./org/10.1109/ACCESS.2014.2381273 

[3] X. Tan, Y. Li, J. Liu, and L. Jiang, “Face liveness detection from a single image with sparse low rank bilinear 

discriminative model,” in European Conference on Computer Vision, pp. 504–517, 2010. http://dx.doi.org/10.1007/978-3-

642-15567-3_37 

[4] B. Peixoto, C. Michelassi, and A. Rocha, “Face liveness detection under bad illumination conditions,” in proceedings of 

Hayat || V-15 || Issue 01, 2026 || ISSN:1735-2215

https://doi.org/10.5281/zenodo.18285727 || Page No - 220

http://dx.doi.org/10.1007/978-3-642-15567-3_37
http://dx.doi.org/10.1007/978-3-642-15567-3_37


 

IEEE International Conference on Image Processing, pp. 3557 –3560, Sep. 2011. 

http://dx.doi.org/10.1109/ICIP.2011.6116484 

[5] J. Maatta, A. Hadid, and M. Pietikainen, “Face spoofing detection from single images using micro-texture analysis,” in 

proceedings of IEEE International Joint Conference on Biometrics, pp. 1 –7, Oct. 

https://doi./org/12011.10.1109/IJCB.2011.6117510 

[6] W. Robson Schwartz, A. Rocha, and H. Pedrini, “Face spoofing detection through partial least squares and low- level 

descriptors,” in proceedings of IEEE International Joint Conference on Biometrics, pp. 1 –8, Oct. 2011. 

https://doi./org/10.1109/IJCB.2011.6117592 

[7] I. Chingovska, A. Anjos, and S. Marcel, “On the effectiveness of local binary patterns in face anti-spoofing,” in 

proceedings of International Conference of the Biometrics Special Interest Group, pp. 1 –7, Sep. 2012. 

[8] N. Kose and J.L. Dugelay, “Reflectance analysis-based countermeasure technique to detect face mask attacks,” in 

proceedings of International Conference on Digital Signal Processing, pp. 1–6, 2013. 

https://doi./org/10.1109/ICDSP.2013.6622704 

[9] R. Tronci, D. Muntoni, G. Fadda, M. Pili, N. Sirena, G. Murgia, M. Ristori, and F. Roli, “Fusion of multiple clues for 

photo-attack detection in face recognition systems,” in proceedings of IEEE International Joint Conference on Biometrics, 

pp. 1 –6, Oct. 2011. https://doi./org/10.1109/IJCB.2011.6117522 

[10] A. Anjos and S. Marcel, “Countermeasures to photo attacks in face recognition: A public database and a baseline,” in 

proceedings of IEEE International Joint Conference on Biometrics, pp. 1 –7, Oct. 2011. 

https://doi./org/10.1109/IJCB.2011.6117503 

[11] A. Pinto, W. Robson Schwartz, H. Pedrini, and A. Rocha, “Using visual rhythms for detecting video-based facial spoof 

attacks,” in proceedings of IEEE Transactions Information on Forensics and Security, vol. 10, no. 5, pp. 1025–1038, May 

2015. https://doi./org/10.1109/TIFS.2015.2395139 

[12] K. Kollreider, H. Fronthaler, J. Bigun, “Evaluating liveness by face images and the structure tensor, ” in proceedings 

of Fourth IEEE Workshop on Automatic Identification Advanced Technologies, pp.75- 80, Oct. 2005. 

https://doi./org/10.1109/AUTOID.2005.20 

[13] R. W. Frischholz, A. Werner, “Avoiding Replay-Attacks in a Face Recognition System using Head-Pose Estimation,” 

in proceedings of IEEE International Workshop on Analysis and Modeling of Faces and Gestures, pp.234 - 235, 2003. 

https://doi./org/10.1109/AMFG.2003.1240849 

[14] Chao-kuei Hsieh, Shang-Hong Lai, and Yung-Chang Chen. “Expressional face image analysis with constrained optical 

flow”, in proceedings of International Conference on Multimedia and Expo (ICME), pp. 1553-1556, 2015. 

https://doi./org/10.1109/ICME.2008.4607744 

[15]  Andreas Ranftl, Fernando Alonso-Fernandez, and Stefan Karlsson. “Face Tracking Using Optical Flow”, in 

proceedings of IEEE Biometrics Special Interest Group (BIOSIG), pp.1-5, 2015. 

https://doi./org/10.1109/BIOSIG.2015.7314604 

[16] Yutong Gao, Xuewei Lv, and Hongyan Jia. “Real-time multi-view face detection based on optical flow segmentation 

for guiding the robot”, Fuzzy Systems and Knowledge Discovery (FSKD), pp.2371-2377, 2015. 

https://doi./org/10.1109/FSKD.2015.7382324 

[17] Chia-Ming Wang, Hsu-Yung Cheng, Kuo-Chin Fan, Chih-Chang Yu, and Feng-Yang Hsieh. “Distinguishing 

falsification of human faces from true faces based on optical flow information”, in proceedings of International Symposium 

on Circuits and Systems(ISCS), pp.2609-2612, 2009. https://doi./org/10.1109/ISCAS.2009.5118336 

[18] Yin-li Tian, KakeoKanade, J.F.Cohn, “Recognizing Action Units for Facial Expression Analysis” , in proceedings of 

IEEE PAMI, vol.23, no.2, pp.97-115, 2001. https://doi./org/10.1109/34.908962 

[19] Feng, L., Po, L.M., Li, Y, “Integration of image quality and motion cues for face anti-spoofing: a neural network 

approach”, J. Vis. Commun. Image Represent., vol.38, pp. 451–460, 2016. 

[20] https://doi.org/10.1016/j.jvcir.2016.03.019 

Hayat || V-15 || Issue 01, 2026 || ISSN:1735-2215

https://doi.org/10.5281/zenodo.18285727 || Page No - 221

http://dx.doi.org/10.1109/ICIP.2011.6116484


 

[21]  D. Menotti, G. Chiachia, A. Pinto, W.R. Schwartz, H. Pedrini, A.X. Falcao, A. Rocha, “Deep representations for iris, 

face, and fingerprint spoofing detection”, in proceedings of IEEE Transactions of Information on Forensics and Security, 

vol.10, no.4, pp. 864–879, 2015. https://doi.org/10.1109/TIFS.2015.2398817 

[22] Raghavendra R.J., Sanjeev Kunte R., “Extended Local Ternary Co-relation Pattern: a novel feature descriptor for face 

Anti-spoofing”, in Journal of Information Security and Applications, vol. 52, pp. 1–10, 2020. 

[23] https://doi.org/10.1016/j.jisa.2020.102482 

[24] Raghavendra R.J., Sanjeev Kunte R., “Extended Local Ternary Pattern for Face Anti-spoofing”, in proceedings of the 

Lecture Notes on Electrical Engineering, pp. 221–229, 2020. 

[25] https://link.springer.com/chapter/10.1007/978-981-15-3125-5_24 

[26]  Raghavendra R.J., Sanjeev Kunte R., “Anisotropic Smoothing for Illumination Invariant Face Anti-spoofing”, in 

proceedings of the International Conference on Trends in Electronics and Informatics IEEE, pp. 901–905, 2020. 

https://doi.org/10.1109/ICOEI48184.2020.9142948 

[27] Raghavendra R.J., Sanjeev Kunte R., “A Novel Feature Descriptor for Face Anti- Spoofing using Texture Based 

Method”, in proceedings of International Journal of Cybernetics and Information Technologies, vol. 20, pp. 159– 176, 2020. 

https://doi.org/10.2478/cait-2020-0035 

[28] Raghavendra R.J., Sanjeev Kunte R., “Face spoofing detection using machine learning approach”, in International 

Journal of Innovative Research in Computer and Communication Engineering, vol. 7, pp. 21–26, 2019. 

https://doi.org/10.1016/j.cose.2023.103421 

[29] Raghavendra R.J., Sanjeev Kunte R., “Extended right-angle difference ternary co-relation pattern: A new feature 

descriptor for face anti-spoofing”, in International Journal of Computers and Security, vol. 134, pp. 1-14, 2023. 

https://doi.org/10.1016/j.cose.2023.103421 

[30] Raghavendra R. J, Jeevan K. P, Likith M, Manoj G, Yashas D. S, “A Survey on Anti- Spoofing Methods for Facial 

Recognition”, in International Journal of Scientific Research in Computer Science, Engineering and Information 

Technology, vol. 8, 2022. https://doi.org/10.3390/jimaging6120139 

[31] Raghavendra R.J., Priyanka S.S., Sampada H.K., Shamitha K.J., Khan S., “Face Biometric Antispoofing Methods: A 

Survey”, in International Journal of Advanced Research in Computer and Communication Engineering, vol. 11, pp. 499–

505, 2022. https://ijarcce.com/wp-content/uploads/2022/04/IJARCCE.2022.11387.pdf 

[32] Raghavendra R.J., Srikanta Datta Kashyap A.P., Samarth B.N., Sathvik S.R., Shashikumara K., “A Reviews on Face 

Anti-Spoofing Methods”, in International Journal of Creative Research Thoughts, vol. 11, pp. 331–338, 2023. 

https://ijcrt.org/papers/IJCRT2303256.pdf 

[33] Raghavendra R.J., Jain D., Greeshma Lahari S.N., Bhumika K.R., Shariff S.A., “Countermeasures to Facial Spoofing 

Attacks: A Survey”, in of Journal Gradiva Review, vol. 9, pp. 452–463, 2023. 

[34] T.-W. Lee, G.-H. Ju, H.-S. Liu, and Y.-S. Wu, “Liveness detection using frequency entropy of image sequences,” in 

proceedings of IEEE International Conference on Acoustics, Speech, and Signal Processing, pp. 2367–2370, 2013. 

https://doi.org/10.1109/ICASSP.2013.6638078 

[35] T. Wang, J. Yang, Z. Lei, S. Liao, and S. Z. Li. “Face liveness detection using 3D structure recovered from a single 

camera”, in Proceedings of IEEE International Conference on Biometrics (ICB), pp. 1-6, 2013. 

https://doi.org/10.1109/ICB.2013.6612957 

[36] J. Komulainen, A. Hadid, and M. Pietikainen. “Context based face anti-spoofing”, in Proceedings of Biometrics: 

[37] Theory, applications and Systems (BTAS), pp. 1-8, 2013. https://doi.org/10.1109/BTAS.2013.6712690 

[38]  Y. Liu, A. Jourabloo, and X. Liu. “Learning deep models for face anti-spoofing: Binary or auxiliary supervision”, in 

Proceedings of Conference on Computer vision and pattern recognition (CVPR), pp. 389-398, 2018. 

https://doi.org/10.1109/CVPR.2018.00048 

[39] Erdogmus, N., Marcel, S , “Spoofing attacks to 2D face recognition systems with 3d masks”, in proceedings of IEEE 

Hayat || V-15 || Issue 01, 2026 || ISSN:1735-2215

https://doi.org/10.5281/zenodo.18285727 || Page No - 222



 

International Conference on Biometrics Special Interest Group (BIOSIG), 2013. 

[40] Zhang, Z., Yi, D., Lei, Z., et al. “Face liveness detection by learning multispectral reflectance distributions”, in 

proceedings of IEEE International Conference on Automatic Face and Gesture Recognition (FG), pp. 436–441, 2011. 

https://doi.org/10.1109/FG.2011.5771438 

[41] Pavlidis, I., Symosek, P. “The imaging issue in an automatic face/disguise detection system” , in Proceedings of IEEE 

Workshop on Computer Vision Beyond the Visible Spectrum: Methods and Applications (CVBVS), pp. 15–24, 2000. 

https://doi.org/10.1109/CVBVS.2000.855246 

[42] Raghavendra, R., Raja, K.B., Busch, C. “Presentation attack detection for face recognition using light field camera”, in 

proceedings of IEEE Transactions on Image Process, vol.24, no.3, pp. 1060–1075, 2015. 

https://doi.org/10.1109/TIP.2015.2395951 

[43] Ji, Z., Zhu, H., Wang, Q. “LFHOG: a discriminative descriptor for live face detection from light field image”, in 

proceedings of IEEE International Conference on Image Processing (ICIP), 2016. 

https://doi.org/10.1109/ICIP.2016.7532603 

[44] Kim, S., Ben, Y., Lee, S. “Face liveness detection using a light field camera”, in proceedings of Sensors, vol.14, no.12, 

pp. 71–99, 2014. http://dx.doi.org/10.3390/s141222471 

[45] J. Li, Y. Wang, T. Tan, and A. K. Jain, “Live face detection based on the analysis of fourier spectra,” in proceedings 

of IEEE Biometric Technology for Human Identification, vol. 5404, pp. 296–303, 2004. 

http://dx.doi.org/10.1117/12.541955 

[46] A. Pinto, H. Pedrini, W. R. Schwartz, and A. Rocha, “Video-based face spoofing detection through visual rhythm 

analysis,” in proceedings of IEEE Conference on Graphics, Patterns and Images, pp. 221–228, Aug. 2012. 

https://doi.org/10.1109/SIBGRAPI.2012.38 

[47]  J. Yang, Z. Lei, and S. Li, “Learn Convolutional Neural Network for Face Anti-Spoofing,” ArXiv, vol. abs/1408.5, 

2014. https://doi.org/10.48550/arXiv.1408.5601 

[48] Z. Boulkenafet, J. Komulainen, and A. Hadid, “Face Anti-Spoofing using Speeded-Up Robust Features and Fisher 

Vector Encoding,” IEEE Signal Process. Lett., vol. PP, 2016. https://doi.org/10.1109/LSP.2016.2630740 

[49] R. Raghavendra and R. Kunte, “A Novel Feature Descriptor for Face Anti-Spoofing Using Texture Based Method,” 

Cybern. Inf. Technol., vol. 20, pp. 159–176, 2020. http://dx.doi.org/10.2478/cait-2020-0035 

Hayat || V-15 || Issue 01, 2026 || ISSN:1735-2215

https://doi.org/10.5281/zenodo.18285727 || Page No - 223

http://dx.doi.org/10.3390/s141222471
http://dx.doi.org/10.1117/12.541955
https://doi.org/10.1109/LSP.2016.2630740
http://dx.doi.org/10.2478/cait-2020-0035

